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Name two persistence mechanisms that do not require the use of the registry.
 The two most common forms of malware persistence mechanisms are Start up folders and Registry run keys. By adding a shortcut in the startup folder, the malware can run automatically when someone starts the computer. This can also be achieved with attaching malware to Hkeys. (Labs, 2021)
What files can be obtained by parsing the contents of a prefetch folder?
The information that can be obtained from parsing contents of a prefetch folder include: the name and path of executable files, the run count of programs , the date and time the program was last opened, timestamps of the applications last runtime, and the disk volume ID. (Mozshetty, 2023)
Name two persistence mechanisms that an attacker can use to maintain access to a compromised Mac?
Two persistence mechanisms attackers can use to maintain access to a Mac device are login items and “crons”. Login items are applications that automatically execute when a user logs in. Malware can add itself to the login items to ensure it runs every time the user logs in. Cron is a time-based job scheduler in Mac systems. Malware can create intervals using the Cron to make Cron jobs which continuously run the malware. (F, 2020)
What is "journaling" in the Mac OS system?
Journaling is a technique that logs changes to files and directories on a disk in a special transaction log or “Journal”. This journal allows the computer to quickly restore any damage to the OS without having to do a file system check. (Larry, 2023)
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