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1. Executive Summary
Mimikatz is spyware that looks to increase authority on a compromised system and collect data linked to passwords, hashes, and tickets. On the VM, there are a few directories that hide mimikatz. One is hidden in the McAfee shortcut, another is hidden in the StarCraft shortcut, another is in Downloads, and the last hidden mimikatz is in Windows Mail.
2. Introduction
Mimikatz is an open-source software tool that can extract sensitive information like passwords, hashes, and Kerberos tickets from the memory of a system. Mimikatz was originally created in 2007 by French researcher Benjamin Delpy to demonstrate problems in the Windows authentication protocols. However, it has since been widely adopted by hackers and incorporated into a variety of malware. The purpose of this analysis is to investigate the malware and how it operated within the Windows 7 operating system.
3. Malware Overview
Mimikatz is a spyware application that has an unknown infection vector. The easiest infection vector for Mimikatz is for Malicious actors to directly install the application once they have access to the windows system. Otherwise, it can’t self-install onto systems by itself.
4. Technical Analysis
In the initial stages, I found the two Mimikatz applications on 2:10 P.M, 03/28/2024. The Command windows for the application started when the shortcuts McAfee and StarCraft were opened. Once opened, Mimikatz 2.2.0 x86 (oe.eo) started running. Using the task list command in the command line, the current processes being executed will be listed. Inside the list was a mimikatz.exe process. Using the wmic process get <process_name> command, I selected mimikatz.exe specifically to get more information about the process. However, the process ended in an unknown error. This error is due to mimikatz’s analysis countermeasures to ensure that it isn’t detected. Furthermore, mimikatz will hide its process names, avoid registry entries, and bypass logging mechanisms. This means that any attempt to trace mimikatz through window tools is difficult.
5. Indicators of Compromise (IOCs)
Indicators of compromise can be found in the Downloads folder. In /theAdmin/Downloads/mimikatz_trunk/ there is a list of files and folders. The list includes Win32, x64 folders and a kiwi_passwords YAR file, mimicom IDL file, and a README.md MD file. Within the Win32 folder, there are SYS files, DLL files, and the mimikatz application. Inside the applications themselves is a list of URLs. The URLs are connected to emails, blogs, and websites. To find MD5 and SHA-1 file hashes, I used the cd C: \Users\theAdmin\Downloads\mimikatz_trunk\x64\ to navigate to the malicious files. Then, I used the certutil -hashfile mimikatz MD5 command and SHA-1 command to collect hashfile data. However, the commands failed to collect hash file data. This may be another counter measure against windows forensics tools.
6. Behavioral Analysis
The applications, mimikatz and mimilove, open like a normal application. Mimikatz starts a tab and has similar features the StarCraft and McAfee shortcuts. Mimilove opens a tab which immediately shuts down. There is likely a hidden requirement for this application to run. I used the regedit.exe to open the registry editor and search for any registry changes but found no significant changes other than another mimikatz.exe item hidden in windows mail.
7. Mitigation and Recommendations
To remove Mimikatz from the compromised system, it’s important to take a safe approach. Usually, the system would be disconnected from the network and then booted into safe mode. Once Safe mode is engaged, any files mimikatz attached itself to will be easier to remove and replace. Additionally, any programs that would normally interfere with the removal of mimikatz wouldn’t be operating during safe mode. In my attempt at removing mimikatz, I used the command line. I used the del command to delete the application and relevant files from Windows mail. However, when I tried to use the command on the applications inside the Downloads folder, it failed due to some persistence techniques. However, once Mimikatz is removed it’s important to use End point detection, Antivirus, and 2FA to greatly reduce its impact.  It’s also important to configure the firewall of the compromised system to block connections related to mimikatz. Optimally, software with Api call monitoring, End point detection & response, and Sysinteral monitoring is the best protection against mimikatz.
8. Conclusion
On the compromised Windows 7 system, there were a multitude of malware programs operating at the same time. One of the operating malwares is mimikatz. I found Mimikatz Ina few directories. The directories include mimikatz_trunk, Windows mail, downloads, and AppData. Each item the directories opened the same application. Furthermore, mimikatz had a few counter measures in place to stop any information from being collected. Mimikatz hid its process names, registry entries, logging entries, and hash information to avoid detection.  Due to these counter measures, mimikatz was very difficult to track. Additionally, It was difficult to know how resource intensive mimikatz was, but when the application was running it took little to no resources. Overall, mimikatz is a very dangerous piece of spyware as it is difficult to track and monitor without the help of third-party tools.
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